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ENTERPRISE EVALUATION 2022 RESULTS

Sophisticated threat actors are generally

" effective attacking underprepared
environments. This makes it essential to
J investin highly-effective security solutions.

The MITRE ATT&CK evaluations measure

M o that effectiveness. In the 2022 evaluation
that features 30 vendors, it's challenging
tosift through the noise. As you review
the results, here are five high-impact

metrics to consider: Protection, Detection

Coverage, Real-Time Detections, Visibility,
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Best of all, effective out-of-the-box: 977 of our MalOp
detections required no special configuration.

The MITRE ATT&CK evaluations are a
Meritocracy. It's an equal playing field
where every vendor submits their best

endpoint security solution and all go

through the same evaluation process.

Today, these yearly rounds are the gold

standard in technical testing across
? attack prevention and detection.

ATT&CK s a standardized ATT&CK i i Ry pri

that ayearly was based on sophisticated threat
tools, tactics and procedures basis. MITRE is extremely reputable groups (Wizard Spider & Sandworm)
(TTP's)andis andis and of
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andsecurity practitioners. This b s this round of evaluati
catalog of TTH ure was to test avendor's ability to detect
and organization for detection and behaviors. Mostimp ,vendors 2
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existthrough MITRE evaluati Endpoint cyber activities.
ATTSECK t Security solutions
incorporate new threats. transparent.

EVALUATION RESULTS

Wizard Spider and Sandworm

thatar 1007 threat Cybereasonis mapped tightly to the.
i overall ATT&CK framework, with
Every. 100 visibility into ATTSCK TTP's

response. Cybereason boastsa i 2022. The MalOp D
or i is the core of how Cybereason
Enterprise Evaluation 2022 provides this level of visibility to our.
customers, andin this round we
demonstrate the complete picture
of the threat.

hat i 7 Delayed visibility leads tomore
entrenchedadversariesand
harder-to-remediate threats.
£ Cybereason uses machinelearning
Koy toanalyze more than 30 telemetry
o sourcesin real-time to produce
zerodelays in detection during
the 2022 Enterprise Evaluations,
providingimmediate visil
into the malicious operation.

TACTIC DETECTION

EnrichedDetection

fa s LRGN Ransomware is a race against

time, and real-time detection of
ransomware indicators is amassive
boosttoinfosec teams.

Why Gybereason

Cybereason security solutions are reliable
andperformin the field against the most
sophisticated adversaries.

Cybereasonis undefeated in the fight against

andmulti-layered.

See threatsin real time and react without delays
tominimizeimpactand reduce risk.

Defenders can rely on our technology to act
competently toblock and preventin lieu of
manualinvestigation and response.

TheMalOp'™ishighly actionable and contains
scope, timeline, tools used by the attacker and all
telemetry thatled toa convictioninasingle Ul view.
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